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CE MARK WARNING

This is a Class B product. In a domestic environment, this product may cause radio
interference, in which case the user may be required to take adequate measures.

LIMITED WARRANTY

Hawking Technology guarantees that every HWBA54G Wireless-G AP / Bridge is free from
physical defects in material and workmanship under normal use for two (2) years from the
date of purchase. If the product proves defective during this two-year warranty period,
call Hawking Customer Service in order to obtain a Return Authorization number.
Warranty is for repair or replacement only. Hawking Technology does not issue any
refunds. BE SURE TO HAVE YOUR PROOF OF PURCHASE. RETURN REQUESTS CAN
NOT BE PROCESSED WITHOUT PROOF OF PURCHASE. When returning a product, mark
the Return Authorization number clearly on the outside of the package and include your
original proof of purchase.

IN NO EVEN SHALL HAWKING TECHNOLOGY'S LIABILTY EXCEED THE PRICE PAID FOR
THE PRODUCT FROM DIRECT, INDIRECT, SPECIAL, INCIDENTAL OR CONSEQUENTIAL
DAMAGES RESULTING FROM THE USE OF THE PRODUCT, ITS ACCOMPANYING
SOFTWARE OR ITS DOCUMENTATION. Hawking Technology makes no warranty or
representation, expressed, implied or statutory, with respect to its products or the
contents or use of this documentation and all accompanying software, and specifically
disclaims its quality, performance, merchantability, or fithess for any particular purpose.
Hawking Technology reserves the right to revise or updates its products, software, or
documentation without obligation to notify any individual or entity. Please direct all
inquiries to:techsupport@hawkingtech.com

TRADEMARKS AND COPYRIGHT

Windows 95/98/ME and Windows NT/2000/XP are registered trademarks of Microsoft Corp.
All other brands and product names are trademarks of their respective companies.

No part of this publication may be reproduced in any form or by any means or used to
make any derivative (such as translation, transformation or adaptation) without the
express written consent of the manufacturer as stipulated by the United States Copyright
Act of 1976.

FCC WARNING

This equipment has been tested and found to comply with the regulations for a Class B
digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference when the equipment is operated in a
commercial environment. This equipment generates, uses, and can radiate radio
frequency energy and, if not installed and used in accordance with this user’'s guide, may
cause harmful interference to radio communications. Operation of this equipment in a
residential area is likely to cause harmful interference, in which case the user will be
required to correct the interference at his/her own expense.
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Chapter 1 Introduction

Thank you for purchasing the Hawking Technologies Hi-Speed 54M
Wireless-G Access Point and Ethernet Bridge. The HWBAS54G is compliant
with the IEEE 802.11g/b wireless standards.

The Hi-Speed 54G Wireless AP/Bridge utilizes the highest wireless
security standards (WPA) to protect your network from outside intruders,
including WPA-PSK, WEP, ESSID and MAC address filter functions. With
ESSID authentication, WPA-PSK, 64-/128-bit WEP encryption and MAC
address filtering, unauthorized outside access into your wireless network is
prevented.

The unigue multi-function feature of the HWBA54G puts three solutions
Into one compact unit, saving you time and money. Y ou may setup your
HWBAS54G as a Wireless Access Point to provide wireless access to any
wired network or you may choose to set up your device as an Ethernet
Bridge to make any Ethernet-ready device wireless. The Hi-Speed 54G
Wireless AP/Bridge can also function as a wirel ess repeater to extend your
wireless network range.

The HWBAS54G' s dipole antenna is detachable by connecting to a RP-SMA
connector. Users can attach an optional Hawking Technologies Hi-Gain
antenna to the connector for better network range and signal quality.



1.1 Package Contents

The HWBAS54G includes the following items:

One HWBAS54G Access Point/Bridge
One Power Adapter

One Quick Installation Guide

One Setup CD

One Dipole Antenna

1.2 Features

Complies with the IEEE 802.11g/b wireless standards.

Multiple Functions: Access Point, Ethernet Bridge, Workgroup
Bridge.

High speed data rates. 54, 48, 36, 24, 18, 12, 11, 5.5, 2 and 1Mbps
network speeds.

Seamlesdy integrates wireless and wired Ethernet LAN networks.
Auto rate fallback in case of obstacles or interferences.

Provide 64/128-bit WEP Data Encryption security and the latest
WPA Security for protected wireless data transmissions.

Supports Web-based configuration.

1.3 Specifications

Standards: IEEE 802.11g/b (Wireless), IEEE 802.3 (Wired)

Data Rate: 54/48/36/24/18/12/11/5.5/2/1Mbps auto fallback
Security: 64/128-bit WEP Data Encryption, WPA

Frequency Band: 2.400~2.4835GHz (Industrial Scientific Medical
Band)

Antenna: External detachable dipole antenna (with RP-SMA



connector)

Connectors. 10/100Mbps RJ45 x 1

Power: 12VDC, 0.5A

Transmit Power: 16dBm (Typical)

LEDs: Power, LAN Link/Activity, Wireless Activity
Dimension: 30(H) x 127(W) x 87(D) mm
Temperature:

€ Operating: 32~131°F (0~55°C)

€ Storage: -4~158°F(-20~70°C)

Humidity: 10-90% (Noncondensing)



1.4 Physical Description

Front Panel
Located on the HWBAS54G' s front panel are LED status lights that inform

you of the unit’s current status. Below is an explanation of each LED.

Overview

PWR, LAN, and WLAN LEDs
- A solid light on the PWR LED indicates that the unit is on and operational
- A solid light on the LAN LED indicates a successful connection
between the AP/Bridge and a wired Ethemet network.
- A blinking light on the WLAN LED indicates a successful and active data
transfer connection between the AP/Bridge and a wireless network.

Antenna

- Adjustable for aptimal reception.

- Removeable for upgrade to Hawking
Hi-Gain Antenna line products.

~Reset” Button

- Pressing the reset button with a
pendil tip (for less than 5 seconds)
will reboot the device, keeping

Power Port
- Connects to supplied AC Adapter

your ariginal configurations intact.
- if problems continue to persist or
you have forgotten your password,
pressing the reset button for more
than 5 seconds will reset the device
back to its factory default settings.

10/100M Ethemet Port

- Conniects to local network devices
such as a DSL/Cable Modem



Front LED Pand

LED Color Status Description
Power Green Lit Power is supplied.
Off No Power.

Wireless Green Flash
Activity

Off
LAN Green On
Link/Activity

Flash

Off

Antenna is transmitting or receiving data.
Antennais not transmitting or receiving data.

A valid link is established.

It is transmitting or receiving data.
No link is established.

Back Panel Connectors

1 Antenna Connector

This round connection has a standard Reverse SMA connector where any
Reverse SMA-compatible antenna can be connected to the Access Point.

2 DC Adapter Port

Insert the power jack of the power adapter into this port.

3 LAN Port

The Access Point’s LAN port is where you connect to your network

devices.

4 Reset

The Reset button allows you to do one of two things.

1) If problems occur with your Access Point, pressing the reset button
with a pencil tip (for less than 5 seconds) will reboot the device,



keeping your origina configurations intact.

2) If problems continue to persist or you have forgotten your
password, pressing the reset button for more than 5 seconds will
reset the device back to its factory default settings.

(Warning: your origina configurations will be replaced with the

factory default settings).



Chapter 2 Wireless LAN Access
Point Connection

1. Choosing alocation for the access point.
Usually, the best place for the access point is at the center of your
wireless network, with line of straight to al your wirelessclients.

2. Adjust the antenna.
Usually the higher the antennaiis placed, the better your performance will
be.

3. Connect the access point to your local area network (LAN).
Connect an Ether net cable to the Ether net port of the access point, and
the other end to a hub or switch. (If you are using a straight Ethernet
cable, make sure the 11-X button is switched right; the other way for
Cross Ethernet cable.)

4. Power on the device.
Connect the supplied AC power adapter to the access point’s power port
and the other end to awall outlet. (Note: Use only the included power
adapter for the Access Point. Using a different adapter may cause
damage to the product.)

The Hardwar e | ngtallation isnow complete.
Please follow the steps below to configur e the Access Point.



Chapter 3 Wireless LAN Access
Point Configuration

3.1 Getting Started

This Access Point provides web-based configuration tools, alowing you to
configure from wired or wireless stations. Follow the instructions below to
configure the device.

From Wired Station
1. Make sure your wired station has the same subnet address as the access
Point.
The default IP Address and Sub Mask of the access point are:
Default |P Address. 192.168.1.240
Default Subnet: 255.255.255.0

Configuring your PC to have the same subnet asthe access point.
1a) Windows 95/98/Me

1. Click the Start button and select Settings, then click Control Panel. The Control
Panel window will appear.

2. Double-click Network icon. The Network window will appear.

3. Check your list of Network Components. If TCP/IP is not installed, click the Add
button to install it now. If TCP/IP is installed, go to step 6.

4. Inthe Network Component Type dialog box, select Protocol and click Add
button.

5. Inthe Select Network Protocol dialog box, select Microsoft and TCP/IP and then
click the OK button to start installing the TCP/IP protocol. You may need your
Windows CD to complete the installation.

6. After installing TCP/IP, go back to the Network dialog box. Select TCP/IP from



7.

8.

the list of Network Components and then click the Properties button.
Check each of the tabs and verify the following settings:
? Bindings: Check Client for Microsoft Networks and File and printer sharing
for Microsoft Networks.
? Gateway: All fields are blank.
? DNS Configuration: Select Disable DNS.
? WINS Configuration: Select Disable WINS Resolution.

? IP Address: Select Specify an IP Address. Specify the IP Address and
Subnet Mask as following example.
1 IP Address: 192.168.1.3 (any IP address within
192.168.2.2~192.168.2.254 is available, do not setup 192.168.2.1)
2 Subnet Mask: 255.255.255.0
Reboot the PC. Your PC will now have the IP Address you specified.

1b) Windows 2000

1

Click the Start button and select Settings, then click Control Panel. The Control

Panel window will appear.

Double-click Network and Dial-up Connections icon. In the Network and Dial-up

Connection window, double-click Local Area Connection icon. The Local Area

Connection window will appear.

In the Local Area Connection window, click the Properties button.

Check your list of Network Components. You should see Internet Protocol

[TCP/IP] on your list. Select it and click the Properties button.

In the Internet Protocol (TCP/IP) Properties window, select Use the following IP

address and specify the IP Address and Subnet mask as following.

? IP Address: 192.168.1.3 (any IP address within
192.168.1.2~192.168.1.239 is available, do not setup 192.168.1.1 or
192.168.1.240)

?  Subnet Mask: 255.255.255.0

Click OK to confirm the setting. Your PC will now have the IP Address you

specified.

1c) Windows NT



1. Click the Start button and select Settings, then click Control Panel. The Control
Panel window will appear.

2. Double-click Network icon. The Network window will appear. Select the Protocol
tab from the Network window.

3. Check if the TCP/IP Protocol is on your list of Network Protocols. If TCP/IP is not
installed, click the Add button to install it now. If TCP/IP is installed, go to step 5.

4. In the Select Network Protocol window, select the TCP/IP Protocol and click the
Ok button to start installing the TCP/IP protocol. You may need your
Windows CD to complete the installation.

5. After you install TCP/IP, go back to the Network window. Select TCP/IP from the
list of Network Protocols and then click the Properties button.

6. Check each of the tabs and verify the following settings:

? IP Address: Select Specify an IP address. Specify the IP Address and

Subnet Mask as following example.

3 IP Address: 192.168.1.3 (any IP address within
192.168.1.2~192.168.1.254 is available, do not setup 192.168.1.1,
or 192.168.1.240)

4 Subnet Mask: 255.255.255.0

DNS: Let all fields are blank.

WINS: Let all fields are blank.

Routing: Let all fields are blank.

7. Click OK to confirm the setting. Your PC will now have the IP Address you

specified.

2. Open the web browser, enter the local port |P address of the access
point (default at 192.168.1.240), and click “Go” to access the login

page.

3. A screen will pop up and prompt for user name and password entry.
The default user name and password is as follows:
User Name: Admin
Password: 1234
Type in the default user name and password, then press the OK button.



Enter Network Pazeword L 1‘ 5]

? Pleaze type pour uzer name and pazsword.
Site: 19216812129

Fiealm Configuration

Uzer Name Iadmin

Pazsword |’“‘“’1

[T Save thiz password in your password list

| [k I Cancel |

4. You can now begin configuring the Access Point.

Accessing the Configuration Menu From a Wireless Station
1. Make sure your wireless station has the same subnet as the access
point. Please refer to Step 1 above for configuring the IP Address and
Sub Mask of the wireless station.

2. Connect to the Access Point.
The Access Point’s ESSID is“HawkingAP” and the WEP Encryption
function is disabled. Make sure your wireless station is using the same
ESSID as the Access Point and associate your wireless station to the
Access Point.

3. Enter 192.168.1.240 from the web browser to access the Access
Point’ s configuration tool.

4. Enter the user name and password and then press OK button.



3.2 Configuring the Access Point

The HWBAS54G supports 3 modes of use: Client Bridge, Access Point, and
Bridge modes. “Client Bridge Mode” is used to allow a network device
with only awired Ethernet function to have wireless LAN communications
capability. It provides both Ad Hoc and Infrastructure modes for the
“Station Mode”. “Station-Ad Hoc Mode”, alows the network deviceto
join awireless LAN with peer-to-peer communication. With
“Station-Infrastructure Mode”, it can let the network device join a
wireless LAN through an access point. “AP Mode” provides pure access
point function. Thisis the smplest way to create awireless LAN network.
“AP Bridge Mode” provides the ability to bridge more than 2 wired
Ethernet networks together by wireless LAN. Y ou can use two access points
with “P2P M ode” to bridge two wired Ethernet networks together. If you
want to bridge more than two wired Ethernet networks together, you have to
use enough access points with “PM P Mode”. An access point with “P2P
Mode” or“PMP Mode” can only be used to bridge wired Ethernet networks
together. It cannot accept connections from other wireless stations at the
sametime.
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3.2.1 Client Bridge Mode configuration

This configuration is used to let a network device with only wired Ethernet
functionality to have wireless LAN communication capability. It provides
both Ad Hoc and Infrastructure modes for the “Client Mode”. With “Ad Hoc
mode”, it can let your network device join awireless LAN with peer-to-peer
communication. With “Infrastructure mode”, it can let your network device
joinawireless LAN through an access point.

£ HAWKING'

{ TECHNOLOGY

Access Point

: l\ - StationMode O g02.11b & 802,119

MAC Cloning Mode (O Disabled O Enabled

HWBAS4G . :
5-in-1 Wireless SSID | Default [ Site Survey
Access Point Station

Mode Selection: Operation Mode O AdHoc @ Infrastructure

= Access Point

= Bridae Mode Channel
Current Mode: Security Disabl WEP WPA Setup
Client Wir eless Bridge © Disavle © O

Preamble Type O Short & Long

Transmit Rate | Auto v_'
[ apply | [ cancel
Parameter Description
Station Mode 802.11b mode: It allows to select the transmit rate up to 11Mbps

802.11g mode: It allows to select the transmit rate up to 54Mbps



MAC Cloning Mode

SSID

Site Survey

Operation Mode

Channel

Security

Preamble Type

Disabled: It will use it's own MAC address to access the wireless LAN.
Enabled: It will use PC's MAC address to access the wireless LAN.

The SSID (up to 32 printable ASCII characters) is the unique name
identified in a WLAN. The ID prevents the unintentional merging of two
co-located WLANS. Please make sure that the SSID of all stations in the
same WLAN network are the same. The default SSID is “default”.

Click “Site Survey” button, then a “Wireless Site Survey Table” will pop
up. It will list all available access points near by. You can select one
access point in the table and it will join wireless LAN through this access
point.

AD-Hoc: It can let your network device join a wireless LAN with
peer-to-peer communication.

Infrastructure: It can let your network device join a wireless LAN
through an access point.

Select the appropriate channel from the list provided to correspond with
your network settings. Channels differ from country to country.

Channel 1-11 (North America)

Channel 1-14 (Japan)

Channel 1-13 (Europe)

There are 14 channels available.

Disable: Disable the security function.

WEP: WEP is an authentication algorithm, which protects authorized
Wireless LAN users against eavesdropping. The Authentication type and
WEP key of wireless stations must be the same with the Access Point.
This Access Point supports 64/128-bit WEP Encryption function. With this
function, your data will be transmitted over the wireless network securely.
# You can refer to the detail setting from chapter 3.2.6.

WPA: You can use a pre-shared key to authenticate wireless stations
and encrypt data during communication. When you enabled WPA mode,
you can not use WEP encryption.

# You can refer to the detail setting from chapter 3.2.7.

Preamble type defines the length of preamble block in the frames during
the wireless communication.

Auto select: It will auto switch to the more suitable method.



Short: It is suitable for high traffic wireless network
Long: It can provide more reliable communication
Transmit Rate When you enable the station mode selection to “802.11b” and it allows
you to select the speed of 1-11Mbps. When you enable the station mode
selection to “802.11g” and it allows you to select the speed of 1-54Mbps.
Click Apply button at the bottom of the screen to save the above configurations. You can now

configure other advance sections or start using the Access Point.

Site Survey table:

When this access point isin “Client-Infrastructure mode”, it should associate
with an access point and connect to your wireless LAN through the
associated access point. “Wireless Site Survey” searchesfor all available
access points near by. Y ou can select one access point listed in this table.

Security Channel Signal % Network Type

O Hawking WEP Enable 11 a97% Infrastructure

[ Scan H Join H Close ]




3.2.2 AP Mode configuration

This Access Point supports AP modes. “ Access Point Mode” provides pure
access point function. The simplest way to build up awireless LAN isto use
“APMode’. Access Point Mode provides wireless access to awired
network.

CHHODLOGY

@AWKING”

+ Mode | » Status | » Admin | » LAN

Access Point

_ l - MODE O 802.11b & 802.11g O Mixed

SSID | HWBA54G Hawking
HWEBAS4G N
Bain=1 Wireless
Access Point Station Broadcast SSID O Disable (& Enable

Mads SEIEC.ﬁO": Channel i-l:hannelﬁ v
w Access Point Ly

= Bridge Mode
Security @ Disable O WEP O WPA
Advanced Settings
Access Filter

[ Apply ][ Cancel

Current Mode:
Access Point

Parameter Description

Mode 802.11b mode: It allows to select the transmit rate up to 11Mbps
802.11g mode: It allows to select the transmit rate up to 54Mbps
Mixed mode: It provides best performance for 11g transmission when
you enable the AP mode selection to “Mixed mode”.

SSID The SSID (up to 32 printable ASCII characters) is the uniqgue name
identified in a WLAN. The ID prevents the unintentional merging of two
co-located WLANS. Please make sure that the SSID of all stations in the

same WLAN network are the same. The default SSID is “default”.



Broadcast SSID

Channel

Security

Advance setting

Access Filter

It will respond to Broadcast SSID requests. If you enable this function,
every wireless station located within the coverage of this access point
can discover this access point easily. If you are building a public wireless
network, enabling this feature is recommended. Disabling "Response to
Broadcast ESSID requests” can provide better security.

Select the appropriate channel from the list provided to correspond with
your network settings. Channels differ from country to country.

Channel 1-11 (North America)

Channel 1-14 (Japan)

Channel 1-13 (Europe)

There are 14 channels available.

Disable: Disable the security function.

WEP: WEP is an authentication algorithm, which protects authorized
Wireless LAN users against eavesdropping. The Authentication type and
WEP key of wireless stations must be the same with the Access Point.
This Access Point supports 64/128-bit WEP Encryption function. With this
function, your data will be transmitted over the wireless network securely.
# You can refer to the detail setting from chapter 3.2.6.

WPA: You can use a pre-shared key to authenticate wireless stations
and encrypt data during communication. When you enabled WPA mode,
you can not use WEP encryption.

# You can refer to the detail setting from chapter 3.2.7.

It provides more powerful features for you to configuring.

# You can refer to the detail setting from chapter 3.2.8.

This Access Point allows you to provide a Filter List of MAC addresses
that are allowed associating with this AP.

# You can refer to the detail setting from chapter 3.2.9.

Click Apply button at the bottom of the screen to save the above configurations. You can now

configure other advance sections or start using the Access Point.



3.2.3 P2P Mode configuration

This function provides to bridge more than 2 wired Ethernet networks
together by wireless LAN. Y ou can use two access points with “P2P mode’
to bridge two wired Ethernet networks together.

HWBAS4G
Beini=1 'Wliretass
Accmss Point Siatan

Made Selection:
= Arcigs Poing
= Bid s fdads

Cumrant Mode:
Wtk s Bridige (P20}

Flease note that all P2P :erriuu: are dllplir.n!ml from Access Point s-cl-‘ﬁugs.. H
you nead o make changes plaase do so below, If these changes are applied, they
will also ba duplicated when yow chosse to active the Access Point,

HOTE

AP MAC AdHISs 0000000080
MODE O 80211k 5 802,019 O Wixed
Chanmel | Channel 5

ey &) Disable O WEP | Seuwp
Ashvanced Settings Selugp

Parameter

Description

AP MAC Address

Mode

Channel

You have to enter the MAC addresses of other access points that join the
bridging work.

802.11b mode: It allows to select the transmit rate up to 11Mbps
802.11g mode: It allows to select the transmit rate up to 54Mbps
Mixed mode: It provides best performance for 11g transmission when
you enable the AP mode selection to “Mixed mode”.

Select the appropriate channel from the list provided to correspond with
your network settings. Channels differ from country to country.
Channel 1-11 (North America)

Channel 1-14 (Japan)

Channel 1-13 (Europe)



There are 14 channels available.

Security Disable: Disable the security function.
WEP: WEP is an authentication algorithm, which protects authorized
Wireless LAN users against eavesdropping. The Authentication type and
WEP key of wireless stations must be the same with the Access Point.
This Access Point supports 64/128-bit WEP Encryption function. With this
function, your data will be transmitted over the wireless network securely.
# You can refer to the detail setting from chapter 3.2.6.

Advance setting It provides more powerful features for you to configuring.
# You can refer to the detail setting from chapter 3.2.8.

Click Apply button at the bottom of the screen to save the above configurations. You can now

configure other advance sections or start using the Access Point.



3.2.4 PMP Mode Configuration

This function allows to bridge more than 2 wired Ethernet networks together
by wireless LAN. Y ou can use two access points with “P2P mode’ to bridge
two wired Ethernet networks together.

HWBARLS
S-n-1 Wirglege
scess Point Station

Please note that all PHMP settings ave duplicated rom Access Point senings. W you need 1o
HOTE  ake changes please o so below. H these changes are applivd, they will also be
duplicated when you choose to active the Access Point.

AP MAC Addiess ERoEEROREE00

AP MAL fldhess e LB BT LE ]

| Mode Selectiom
| » Srcuss Faint APTMALC oSS EEOEEGOLIEEN
et APAMAC Address | Eb0a00H:0
| Campem Modle:
0] HILEDH]
| Wi Wog ke oup Exidge APSMAL AMrass | SEEM:0RNg
| (PP APEMAC Aildrass  Skbi:eiia:0
MODE O 802410 (2 802 11y ) Mixed
Cliaiissl  Charmel§ %
Security (& Disable ) WEP Setup |
Adwamiced Sattings -Sﬂﬁn ]
| Appdy I | Cancel
Parameter Description

AP MAC Address

Mode

Channel

If you want to bridge more than one wired Ethernet networks together
with wireless LAN, you have to enter the MAC addresses of other access
points that join the bridging work.

802.11b mode: It allows to select the transmit rate up to 11Mbps
802.11g mode: It allows to select the transmit rate up to 54Mbps

Mixed mode: It provides best performance for 11g transmission when
you enable the AP mode selection to “Mixed mode”.

Select the appropriate channel from the list provided to correspond with
your network settings. Channels differ from country to country.

Channel 1-11 (North America)



Channel 1-14 (Japan)
Channel 1-13 (Europe)
There are 14 channels available.

Security Disable: Disable the security function.
WEP: WEP is an authentication algorithm, which protects authorized
Wireless LAN users against eavesdropping. The Authentication type and
WEP key of wireless stations must be the same with the Access Point.
This Access Point supports 64/128-bit WEP Encryption function. With this
function, your data will be transmitted over the wireless network securely.
# You can refer to the detail setting from chapter 3.2.6.

Advance setting It provides more powerful features for you to configuring.
# You can refer to the detail setting from chapter 3.2.8.

Click Apply button at the bottom of the screen to save the above configurations. You can now

configure other advance sections or start using the Access Point.



3.2.5 WEP Setting

2} AP: WEP - Microsoft Internet Explorer

WEF Length &) WEP-64 () WEP-128

Mode & HEX O ASCI

Passphrase |

I [ Generate ][Clear]

HEY" El,l,ll,ll,ll,ll-

Heyz E”.U.U.U.kk

|
Hey:i il.J.l.l.l.l.l.l.l.l.

He}f‘l il.l..u..u..u..l.l

Default TX Key &) Key 1 O Key2 O Key3 O Key 4

[ Apply ] [ Close ]

Parameter Description

WEP Length WEP-64: input 10-digit Hex values (in the “A-F”, “a-f" and “0-9” range) or
5-digit ASCII character as the encryption keys.
WEP-128: input 26-digit Hex values (in the “A-F", “a-f" and “0-9” range) or
13-digit ASCII characters as the encryption keys.

Mode HEX: input Hex values (in the “A-F”, “a-f” and “0-9” range)
ASCII: input alphanumeric format.

Passphrase Enter passphrase and click “Generate”, then the access point will
automatically generate WEP keys by the passphrase for you.

Key 1 -Key 4 To entry 10 Hex digits for 64 bit key, 26 Hex digits for 128 bit key.

Default TX Key

Select the WEP key used to encrypt data transmitted in the wireless

network.

Click Apply button at the bottom of the screen to save the above configurations. You can now

configure other advance sections or start using the Access Point.



3.2.6 WPA Setting

2 AP: WPA - Microsoft Internet Explorer

WPA

Authentication

Method @) PSK (Pre-Shared keys)

Passphrase |w | clear |

Group Re-Key Time i@

[ Apply ] [ Close
Parameter Description
Authentication Type The Pre-shared key is used to authenticate and encrypt data transmitted
in the wireless network.
Passphrase To entry at least 8 characters pass phrase as the pre-shared keys.
Group Re-Key Time It will auto re-gererate the Key after the defult time (86400) has passed,
(second) or you can change the default time by yourself.

Click Apply button at the bottom of the screen to save the above configurations. You can now

configure other advance sections or start using the Access Point.



3.2.7 Advanced Setting

3 AP: Advanced Settings - Microsoft Internet Explorer

Beaconlnterval (100 | (msec, range: 20~1000, default: 100)

RTS Thieshold [2347 | (range: 256~2347, default: 2347)
DTIM Interval 1’ ] (range: 1-255, default: 2)

Protection Mode & Disable O Enable

Transmit Rate| Auto vi

Preamble Type () Short & Long O Auto

[ Apply ][ Close

Parameter Description

Beacon Interval (20-1000)  The period of time that this access point broadcast a beacon. Beacon is
used to synchronize the wireless network.

RTS Threshold (256-2432)  When the packet size is smaller the RTS threshold, the access point will
not use the RTS/CTS mechanism to send this packet.

DTIM Period (1-255) This is the interval of the Delivery Traffic Indication Message (DTIM). A
DTIM field is a countdown feld informing stations of the next window for
listening to broadcast and multicast messages. When the Access Point
has buffered broadcast or multicast messages for associated stations, it
sends the next DTIM with a DTIM Interval value. Stations for the Access

Point hear the beacons and awaken to receive the broadcast and



multicast messages.
Protection Mode It provides best performance for 11g transmission when you enable it.
Transmit Rate When you enable the station mode selection to “802.11b” and it allows
you to select the speed of 1-11Mbps. When you enable the station mode
selection to “802.11g” and it allows you to select the speed of 1-54Mbps.
Preamble Type Preamble type defines the length of preamble block in the frames during
the wireless communication.
Auto select: It will auto switch to the more suitable method.
Short: It is suitable for high traffic wireless network
Long: It can provide more reliable communication
Click Apply button at the bottom of the screen to save the above configurations. You can now

configure other advance sections or start using the Access Point.



3.2.8 Access Filter

The HWBAS4G allows you to provide a Filter List of MAC addresses that
are alowed/denied access associated with this AP.

) AP: MAC Filter Settings - Microsoft Internet Explorer

MAC Filtering & Enable O Disable

@ Only deny PCs with MALC listed below to access this device

Filter Mode ] : ; ;
O Only allow PCs with MAC listed below to access this device

Filter List

| |00:00:00:00:00:00

|| 00:00:00:00:00:00

| |00:00:00:00:00:00

i

|| 00:00:00:00:00:00

| |00:00:00:00:00:00

|| 00:00:00:00:00:00

| |00:00:00:00:00:00

n

|| 00:00:00:00:00:00

| |00:00:00:00:00:00

|

|| 00:00:00:00:00:00

| |00:00:00:00:00:00

|| 00:00:00:00:00:00

| |00:00:00:00:00:00

|| 00:00:00:00:00:00

| |00:00:00:00:00:00

|| 00:00:00:00:00:00

| |00:00:00:00:00:00

|| 00:00:00:00:00:00

| |00:00:00:00:00:00

|| 00:00:00:00:00:00

| |00:00:00:00:00:00

|| 00:00:00:00:00:00

| |00:00:00:00:00:00

|| 00:00:00:00:00:00

| |00:00:00:00:00:00

|| 00:00:00:00:00:00

| |00:00:00:00:00:00

|

|| 00:00:00:00:00:00

| |00:00:00:00:00:00

'l

|| 00:00:00:00:00:00

-
o
i
L
2

| |00:00:00:00:00:00

|I
|:
|f.
|:'-
|,

|| 00:00:00:00:00:00

[

Apply ||

Close

]




Parameter Description

MAC Filtering You can enable or disable the MAC Filtering function.

Filter Mode If you select “Only deny PCs with MAC listed below to access this
device”, then all the PCs in the list will be denied to access and all other
PCs will be allowed to access. If you select “Only allow PCs with MAC
listed below to access this device”, then all PCs in the list will be allowed
to access but all other PCs will be denied to access.

Filter List Enter the MAC address of PC that will be managed by the MAC Filtering
rule.

Click Apply button at the bottom of the screen to save the above configurations. You can now

configure other advance sections or start using the Access Point.



3.2.9 Status Setup

£~HAWKING'

» Mode | » Stalus | » Admin | » LAN

g

Ethernet (00:50:FC:BF:99:99)

mRian IP Address: 10.1.1.222
Bin1 Wirelass Subnat Mask 255 355 255 0
Arcass Painl Station Gﬂt‘ﬂ“.‘.-'il!.': 10.1.1.1
Mode Selection: Link Lp, 100 Mbps
« Aecass Point
« Bridga Mode Wireless (00:50:FC:8F:99:99)
; HyWWBASAG
BEID Hekwiing
Channel: 1
State: 802119 Only
Encryption Function: Mot Required
Link Auto rata
Parameter Description
Ethernet It shows the default IP address, Subnet Mask, Gateway and Link status
information.

Wireless It shows the current Wireless information.



3.2.10 Admin Setup

Z~HAWKING'

¢ Mode | » Slatus | » Admin | » LAN

Access Point

| -

Thiks saction allows youl 1o upglade you ths Tiimsa ¢ of the HWBASAG ol updates of fides, You can

HWBASLG also clhange e defoull password o restrict access to the conlique ation page.
n-1 Wireless PW Veision  2.22T01
Access Point Station P Upan ade [(Bigween |
M Password
Mode Selection Recotfitm Password
= Access Point
* Brigge Mode [ Aoty || camcel |
Parameter Description
FW Version It shows current FW version.
FW Upgrade This tool allows you to upgrade the Access Point’s system firmware. To

upgrade the firmware of your Access Point, you need to download the
firmware file to your local hard disk, and enter that file name and path in
the appropriate field on this page. You can also use the Browse button to
find the firmware file on your PC. Please reset the Access Point when the
upgrade process is complete.

New Password Enter the password (up to 32-digit alphanumeric string) you want to login
to the Access Point. Note that the password is case-sensitive.

Reconfirm Password Reconfirm the password (up to 32-digit alphanumeric string) you want to
login to the Access Point. Note that the password is case-sensitive.

Click Apply button at the bottom of the screen to save the above configurations. You can now

configure other advance sections or start using the Access Point.



3.2.11 LAN Setup

Access Point

Dievice Wame  Hawking AP
[ Automatic IP O bngor Lanit
Fixed IP @
HWBAS4G Specity IP 10 1 1 m
S-in-1 Wireless
Access Poant Staton Subnet Mask 255 55 255 "
Mode Selection: Gateway 1 1 1 1
" ALCEsE F’glrl'.
= Bridge Mode
[ Apply ] | cancel ]
Parameter Description
Device Name It shows current FW version.
Automatic IP Selecting this option is not advised unless you have direct access to the
device that provides the IP address.
Fixed IP Specify IP: Designate the Access Point’s IP Address. This IP Address

should be unique in your network. The default IP Address is 192.168.2.1.
Subnet Mask: Specify a Subnet Mask for your LAN segment. Gateway:
Specify the default gateway IP of this Access Point.

Click Apply button at the bottom of the screen to save the above configurations. You can now

configure other advance sections or start using the Access Point.



Chapter4 Troubleshooting

This chapter provides solutions to problems usually encountered during the
installation and operation of the Access Point.

1. How do !l manually find the PC’'sIP and MAC Address?

1) In Windows, open the Command Prompt program
2) Type Ipconfig /all and Enter
1 Your PC’s IP address is the one entitled IP address

2 Your PC's MAC Address is the one entitled Physical Address

2. What isBSSID?
A group of wireless stations and an Access Point compose aBasic
Service Set (BSS). Computersin a BSS must be configured with the
same BSSID.

3. What isESSID?
An Infrastructure configuration could also support roaming capability
for mobile workers. More than one BSS can be configured as an
Extended Service Set (ESS). Users within an ESS could roam freely
between BSSs while maintaining a continuous connection to the
wireless network stations and the Wireless LAN Access Poaints.

4. Can data beintercepted while transmitting through the air ?
WLAN features two-fold protection in security. On the hardware side,
as with Direct Sequence Spread Spectrum technology, it has the inherent
scrambling security feature. On the software side, the WLAN series
offers the encryption function (WEP) to enhance security and access
control.

5. What isWEP?
WEP stands for Wired Equivaent Privacy, a data privacy mechanism



based on a 64(40)-hit shared key agorithm.

What isa MAC Address?

The Media Access Control (MAC) address is a unique number assigned
by the manufacturer to any Ethernet networking device, such asa
network adapter, that allows the network to identify it at the hardware
level. For al practical purposes, this number is usually permanent.
Unlike I P addresses which can change every time a computer logs on to
the network, the MAC address of a device stays the same, making it a
valuable identifier for the network.



