When | open my web browser to view the camera, | get a message from Java saying it is blocked.
What can | do?

Java Application Blocked K

Application Blocked by Java Security

i
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For security, applications must now meet the reguirements for the High or Very High security
settings, or be part of the Exception Site List, to be allowed to run.

More Information

Your security settings have blocked an application signed with an expired or
Reason:
not-yet-valid certificate from running

Starting with Java 7 Update 51, Java has enhanced security. To allow the camera to be viewed, you have
to do the following

Go to your Java settings. This is typically in your control panel. You can typically just type java in the
search box in your control panel and it should come up with the result.
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It should open the Java Control Panel

Java Control Panel

| Update Java Security Advanced

Abaut
Wiew version information about Java Control Panel.

About...
Network Settings

Metwork settings are used when making Internet connections. By default, Java will use the network.
settings in your web browser. Only advanced users should modify these settings.

Metwork Settings. ..
Temporary Internet Files

Files you use in Java applications are stored in a special folder for quick execution later, Only
advanced users should delete files or modify these settings.

Settings... View...
Java in the browser is enabled.
See the Security tab

Cancel Apply



Go to the Security tab and look for the “Exception Site List”

| £ Java Control Panel
General Update Java Security  Advanced

Enable Java content in the browser

Security level for applications not on the Exception Site list

(@) Very High

Only Java applications identified by a certificate from a trusted authority are alowed to run
and only if the certificate can be verified as not revoked.

(O High

Java applications identified by a certificate from a trusted autharity are allowed to run, even if
the revocation status of the certificate cannot be verified.

Exception Site List

Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.

Restore Security Prompts

Manage Certificates. ..

oK Cancel Apply

Click on “Edit Site List” and then click “Add”. Type in the full address (including the http://) of the

camera in the settings and then click “Add”. Java will give you a warning but click “Continue”. Click
“OK” to close and save the exception.

| £ Exception Site List

Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.

. Location

ttp: /192,168, 1. § 4]

Add Remove
!l FILE and HTTP protocols are considered a security risk,
We recommend using HTTPS sites where available.
Cance

This should add an exception to the camera. Go back to your browser window and close them all.
Reopen it and then type in the camera’s IP.

After you log in, the browser should give you a message like this:



Security Warning X

Do you want to run this application?

' Publisher: Hawking Technologies
‘A Location: (NGNS

Running this application may be a security risk

Risk: This application will run with unrestricted access which may put your computer and personal
information at risk. The information provided is unreliable or unknown so it is recommended not to
run this application unless you are familiar with its source
The certificate used to identify this application has expired.
More Information

Select the box below, then click Run to start the application

I accept the risk and want to run this application.; Cancel

° Show Options

Choose “I Accept the Risk and want to run this application” and click Run.

Your camera’s image should appear afterwards.



